KOCMMYECKOE ITPIBOPOCTPOEHMNE

VIIK 623.624.2

METOABI PAAVMIOSAEKTPOHHOWM BOPbBBI B OBAACTU
KOCMMYECKOV HABUTALIMNM VI OBECTIEYEHIME
BE3OITACHOCTHN KOCMMYECKNX AITITAPATOB

P. b. KoBauaés

AO «Hngpopmayuonuvie cnymuuxogoie cucmemvly um. akaoemuxa M. @. Pewemnésa»,
2. Kenesnoeopck, Kpacnoapcruil kpaii, Poccutickas @edepayus

OCHOBHBIM 31eMEHMOM CO0ePHCAHUA PAOU0INEKMPOHHOL 6OPHOBL A8A5eM e HapYyweHUe paduo-
06MeHa Mexcdy paduoaneKmpoHHbIMU cpedcmaeamu nepedaiu uHGopmayuu nymem nOCMaHos-
Ku nomex u danvwyeneil. Bnaoms 0o Hauana Bmopoii Mupoeoil 80iiHblL OHO 0CYUW,eCMBARA0CH
8 0MAOeAbHbIX cpedCma8ax ¢ NOMOWbI MACKUPYOWUX nomex. /[as 60pboblL ¢ nepebimu paduo-
21eKMPOHHBbIMU cpedcmeamu u3saeveHus uHdopmayuu (paduoNoKayUOHHLIMU CMAHYUAMLU)
6vLau paspabomanbt A dexmusHbvle npueMbl NOCMAHOBKU NACCUBHBLX NOMeX, UMUMUpPYoUe
peanvHble 00BeKMbL U CnOCoOCMBYoWUe HABA3bIBAHUN) NPOMUBHUKY N0HCHOU UHPOPpMAYULU.
C pazsumuem u cogepieHcmaosaHuem cpedcma paduodaneKmpoHHOU 60pbObL OMKPHLLAUCH Nep-
cnexmusebt 8030elicmaus Ha paduo3neKmpoHHble cpedcmaa 0e3UHGOPMUPYOWUMU AKMUBHbL-
MU nomexamu, u daxce ecau ydaemces omg@uabmposams UCMUHHYI0 UHGOPMAyU0o 0m A0HCHOL,
Haauvue nocaedHell uH020a 3HAUUMEALHO OCAONCHAEM OUeHKY 06cmaHosku 8 xode 6oesblx
deticmeuii. Kpome mozo, 803deiicmaue Ha cospeMeHHY0 paouoINeKMPOHHYI0 cucmemy, ume-
1wy 8 ceoem cocmase IBM, moxcem ocywjecmeasmspes HedpeHUuem no paduokaHaty npas-
00n000OHbBIX UHPHOPMAUUOHHBIX CO0OWeHUT, co0epHcauUX KOMNbIOMePHble 8UPYCbL, KOMOpbLe
npoHuxkarom no cemu IBM, enioms 00 8blClUUX OP2AHO8 YNPABAEHUS B0LICKAMU U OPYHCUEM.
Hapsady ¢ amum maccuposarHHoe npumeHeHue cpedcms nocimaHo8Kl nomex 8 A0KAAbHOM paii-
OHe NpuBodUM K U30AUPOBAHUI0 MAKUX paduoanekmpoHHblx cpedcms om dpyzux. HakoHeu,
cospemeHHble cpedcmea paduodaneKmpoHHOU 60pbObL, UCNO0AL3YA He TNOALKO MACKUPYoWUe, HO
u uckaxcaroujue, deauHgopmupyroujue, 6a0KUPYOWUe NOMeXU, NO0380A2I0M 0e30P2aAHU308bL-
8ambv PYHKYUOHUPOBAHUE padu031eKMPOHHBIX cpedcma 8 2100a1bHOM macuwmade, a peanu3a-
YU 0P2aHUBAYUOHHO-MEeXHUUeCKUX Meponpusamuil no nOCMaHoexe pasAudHblX nomex cnocoo-
cmeyem HapywleHuo GYHKYUOHUPOBAHUS KAK A0KAAbHBIX 2PYNNUPOBOK PAOU0INEKMPOHHBIX
cpedcma, makx U KPYnNHOMAacimabHvix paduodNeKMPOHHBIX CUCTIEM.

Karouesvle crosa: nomexa, npuemMHuk, opouma, 3aujuma, paduoHasu2ayUOHHbL CU2HA, MOU-
HOCMb, HABU2AYUOHHAA annapamypa, paouosnexmpoHHas 6opsoa.

[Io mepe Bce Ooyee MIUPOKOTO NMPUMEHEHUS
HaBUTallMOHHOW ammapaTypsl notpeduteneii (HAII)
pa3IMYHOTO Ha3HAUEHHUS K HeW pacTyT TpeOOBaHUS
o0 00ECIIEYEeHUIO BRICOKOW HAI)KHOCTH U TIOMEX03a-
HIUIIEHHOCTH, B TOM YHCIIE 3alIUTHl KaK OT MOITHBIX
Mackupytommx nomex (MII), Tak u OT JIOKHBIX UMU-
tanmoHHbIX nomex (MII), momoOHBIX peaibHBIM Ha-
BuranmoHHbIM curHanam (HC).

[Momexu coznmator Ha Bxoge HAII ¢on, korto-
pBI 3aTpynHSET OOHapy)XEHUE paJMOHABHTAIOH-
HBIX CHUTHAJIOB OPOUTAIIHOW TPYNIIMPOBKH U OIle-
HUBaHHE WX IMapaMeTpoB. 3ajadya HWMUTHPYIOIIUX
MOMeX JIpyras — OHHM JOJDKHBI 3aMEHUTh UCTHHHEIE,
n3nydeHHble cnyTHUKoM HC, JOXHBIME Tak, 9TOOBI
OOHAPYKUTENb CHUCTEMBI CICKCHHUS U OTPEACICHHS
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KOOpJIMHAT NIPUEMHHKA HE 3aMeTW MoaMeHsl. Llensb

TaKOH MMHUTALMK — A€3UH(OPMALIUs TPOTUBHHUKA OT-

HOCHUTEIBHO MCTUHHOTO MecrononoxkeHus. [Ipocras

ne3uHdopMmanys NPUBOAUT K TOMY, YTO HCTHHHOE

MECTOIIOJIOKEHNE 3aMEHSIETC HEKOTOPBIM Cllydai-

HBIM MecTonosioxenueM. bonee amOunmosHas 3ana-

Yya — YIpPaBIATh NPOTUBHUKOM IIyTEM CIIELUAIBHOTO

3aJlaHus MY JIOKHOTO MapuipyTa [4].

OdyeBUIHBI MPEUMYLIECTBA HMMHUTALMOHHBIX

TIOMEX:

1. Ilpu Bozaeiictuu Ul npoTuBHKK BOOOIIE HE TIO-
JIO3pEBaeT O TOM, YTO MOJABEPICs HaMNaJeHUIo, U,
CIIEZIOBAaTENbHO, HE NPENNPUHUMAET OTBETHBIX
JeiicTBui. B oTmuMe OT 3TOro mpu BBIABICHUH
MII y Hero ectb BO3MOKHOCTh MPHUOETHYTH K I1€-
JIOMY psiAy 3aIlUTHBIX JIEHCTBUI:

- OTKa3aThCs OT HABUTALMH 110 II00ATBHBIM CITyT-
HUKOBBIM HaBUTallMOHHBIM CHCTEMaM U HCIIOJIb-
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30BaTh aBTOHOMHBIC HAaBUTAIMOHHBIE CHCTEMBI,
TaKWe KaKk HWHEpIHalbHas HaBUTALMOHHAS CH-
CTeMa WJIM MarHUTHBINA KOMIac;

+ OCYIIECTBIIATH IOJABICHUE MIUPOKOMOJIOCHBIX
MII ¢ nomo1IpI0 aIanNTUBHON aHTEHHOM pelieT-
ku (AAP), y3kononocueix MII Ha ocHOBe anro-
PUTMOB CIIEKTPAITBHON PEKEKITUH, UMITYJIbCHBIX
MII — BpeMeHHOM peskeKLuei;

« TIPUHATH OpraHU3aIMOHHBIE MEPHI N0 (hu3uYe-
CKOMY YHUUYTOXECHHUIO UCTOYHUKOB [TOMEX.

2. Momuocts npunumMaemoit UII mpuHIMnmans-
HO JOJDKHA HE CJMILKOM OTJIMYaThCS OT MOIIHO-
CTU MPUHUMAEMOTO HABUTAallMOHHOIO CHUrHaja S,
T.€. oTHOLIEHHe romexa/curnan J/S = 0...20 nb.
Hns MII sTO0 OTHOLIEHHE IOJMIKHO COCTaBISAThH
J/S = 50...60 nb, a niigs HAII ¢ AAP enie 6obiie:
JIS > 90 nb. CnenoBaTenbHO, SHEPTETHUYECKUH
Berpsi U1 otHocutensno MII orpomeH u co-
ctaBiasger 30...60 ob umu 70...90 nb mms HAII
c AAP.

3. OCHOBHBIM CpPeACTBOM 3aiuThl oT momex B HAII
sBrsgercst AAP, koTopasi ocyIIecTBIsSET MOAaBIe-
HUE MOMEX, MOIIIHOCTh KOTOPBIX MPEBBIIIAET ypPO-
BEHb BHYTPEHHHX IIYMOB IpHEMHHKA. Tak Kak
MomHocTh UIT comocTaBUMa ¢ MOIIHOCTBIO pe-
aJpHOTO cHrHana (ypoBeHb mymoB), To UIT mpo-
xomut yepe3 AAP 6e3 ocnabnenust.

[Ipeumymecta UII otHocutensuno MII, mpu-
BEJICHHBIE BBIIIIE, CTOJIb 3HAYUTEIBHBL, YTO BHI3BIBAIOT
MOCTOSIHHBIN MHTEpPEC K BO3MOXKHOCTAM U METOJaM
coznanus U npumenenus UII. [IpucranbHoe BHUMA-
Hue k U1 ocobeHHO 000CTpHUIIOCH B TIOCIIEIHEE Bpe-
Mst (2010-2012 romer) B cBsi3W ¢ Lenol cepueit my-
ONuKaIii B OTEUSCTBECHHON M 3apyOeXHOU mpecce,
BIIPSIMYIO MOCBAIIEHHBIX TpuMeHeHuto UI1.

CerofHsi TEXHOJOTHUS CIYTHUKOBOIO KOOP-
JIMHATHO-BPEMEHHOTO O0ECIICUCHUs IO CPEACTBAM
naBuranuonneix cucreM [JIOHACC/GPS Boctpe-
OoOBaHa HE TOJBKO JJisi OOBEKTOB Ha IMOBEPXHOCTH
3eMJId U B OKOJIO3EMHOM IMPOCTPAHCTBE, HO M IS
KOCMHUYECKHUX aliapaToB, HAXOMAIUXCI Ha OpOUTaX
BhIIIE, YeM opOuThl HaBuranuoHHeix KA (HKA), T.e.
reoCTaIMOHAPHBIX U BhIcOKodUmHnTHYeckux (I'CO
u B3O). Hamnume cOOTBETCTBYIONIMX HaBUTAIIM-
OHHBIX IIPUEMHUKOB Ha O00opty 3Tux KA 3HauuTenb-
HO YIPOIIAET OMpEEJCHUE HX MECTOHAXOXKICHUS
(puc. 1) [1]. Tak ke kak u mobas apyras HAII, xoc-
mudeckas HAII mMoxkeT ObITh MOIBEpPKEHA BO3ACH-
CTBUIO KOMIUJIEKCAMHU MPOTUBOCITYTHUKOBON paauo-
AIIEKTPOHHOU 00pBOBI, B ToM uncie u UII.

KA, Haxonsmnuecst Ha KPYroBbIX OpOUTaxX C BbI-
coramu Huxe 20 Thic. kM (BbicoTa opout HKA), sB-
nstoTess Oonee 3amunieHHbiMu o UI, Tak kak ux
MIPUEMHBIC aHTECHHBI PACIIONOKEHBI B BEpXHEH YacTu
KA w nns HaBenmeHusi momMexu TpeOYIOTCS JApPYTUe
KA, nersmue Hag HUMH, YTO KpalHE CIOXKHO U JO-
poro nis peanusanuu [S]. [lpuemusie anteHHbl KA,
Haxopsmerocs: Ha ['CO, HampaBieHBI Ha 3eMITI0, TaK

Tom 1

Kak ynasnuBatoT curHansl oT HKA nepen ux 3axo-
JIOM M BBIXOZIOM H3-3a 3emiu (puc. 1 [1]). Oto 3Ha-
4yut, uto OopToBas HAII takoro KA nerxo monsep-
raeTcsl HaBEJEHMIO JIOKHOTO CUTHANA C TOBEPXHOCTH
3emiu (puc. 2). B aToM cinyyae cOOTBETCTBYIOMINIA
Ha3eMHBII KOMIUIEKC ¢ UMUTAIIMIOHHOM ammaparypoit
[IOCTaHOBKY UHAUBUAyanbHON WUIT 1u1st KOHKpETHOrO
00BbEKTa C U3BECTHBIMH KOOPAUHATAMH MOXKET IOJI-
HOCTBIO Jie30pueHTHpoBath KA n «yBectu» ero us
cBoell pabouell TOUKH CTOSHUS C 3aJaHHBIMH KOOp-
JUHATaMU.

CylecTByIOT TaK Ha3bIBa€MbI€ «IIPOCTHIE»
Metoasl BeisiBIeHHs B HAII noxueix HC, xotopsie
OTHOCHUTEJIBHO MPOCTO PEATU3YIOTCS B COBPEMEH-
HBIX NMPHUEMHHKAaX M JOJDKHBI YUYUTHIBATHCS MPH UX
CO3/1aHMHU:

- CJeXEHHUe 3a a0COTIOTHONW MOITHOCTBIO KaXKHOMH
Hecyen yactotel HC;

+ CIIE)KEHUE 33 CKOPOCTBIO U3MEHEHHUS MOLIHOCTH
CUTHAaa;

+ CIEKEHUE 33 OTHOCUTEIBHBIMH MOIIHOCTAMH
MIPUHAMAEMOI0 CUTHAJIA;

- CpaBHEHHE CKOPOCTEH AWHAMUKHU Kozia 1 (a3bl;

+ MPOBEPKA IIETOCTHOCTH MOTyYEHHBIX TaHHBIX.

Bce aTi MeToaB! CUNTAIOTCS IPOCTHIMU B CHITY
WX JaBHETO MPUMEHEHUS B HA36MHOW U OKOJI03EMHOM
anmapatype norpeourens HC u mmpokoit n3BecTHo-
cti. OHaKo HEOOXOAUMO YUUTHIBAThH CYIIECTBEHHOE
ycnoxkHeHue kak camoil HATI, Tak u ux nporpaMmHo-
MaTeMaTHYecKoro o0ecrevueHus Ipu UCIONb30BaHUN
3THX METONOB.

Kpome ykazaHHBIX CIIOCOOOB 3aLIUTHI MOXKHO
MIPEIOKUTE PEAIN3YEMBIE YKE CETOHS OTHOCUTENb-
HO 0oJiee CIOXKHBIE CIOCOOBI PAa3IMUEHHUs CUTHAIOB
HKA u UII, ucnone3yromue nx NpoCcTpaHCTBEHHBIE
omums. OHU TIpeAnoNaratoT HajJudue BMECTO Of-
HOM NMPHEMHON aHTEHHBI HECKOJIBKHX Pa3HECEHHBIX
B MPOCTpPaHCTBE. Pa3HEceHHbIE B IMPOCTPAHCTBE aH-
TEHHBI TO3BOJISIFOT ONPENENNUTh YIVIBI MEXAY OCAMHU
oObekTa (YCJIOBHO HPOBEICHHAs MpsiMas depe3 JBe
MIpUEMHbIE HaBUTALMOHHBIE aHTEHHBI) U BEKTOpaMHU
HaIpaBJIeHHUs CUTHAJIA 33 CUET MU3MEPEHUS Pa3HOCTH
¢a3 Hecymero curnana [2, 3].

Takum oOpa3oM, NpoaHaTU3UPOBAB TOTY-
YEeHHYIO0 HaBUTALMOHHYI0 WH(POPMAIHIO O MOJI0XKE-
Hun HKA (anmpManax) W BEKTOp NPHUXO/Aa CUTHANA,
MO>KHO pa3fn4yuTh CUTHaIBI, npuxoasmue ot HKA,
00ycJIOBNIEHHBIC Pa3InYMEeM UX HANpaBICHUH, U OT
MIOCTAaHOBIIMKA IOMEX C PaBHBIM HAaNpaBICHHEM
MPUX0/ia BCEX CUTHAIOB @l* = 2* = p3* (puc. 2).
EnuncrBenHbli ciocod GopMupoBaHHs MPOCTPaH-
CTBEHHOW PaJAMOBOJIHBL, IOAOOHON PanOBOIHE Ha-
BUTallMOHHOTO CHUTHAJIa, — 3TO PacIOJIOKEHHE IIO-
craHoBuiukoB WII na nuanm Busuposanus ot HAII
k HKA, npuueM and MMHUTHpPYEMOIro CUTHana OT
onmnoro HKA TpebGyercs cBoii moctanoBmmk MII.
3TOT c0CcO0 JOBOJIBHO CIOKEH B peasu3aluyl JIs
MaJIOTIOJIBUKHBIX HAa3€MHBIX M OKOJIO3EMHBIX IIO-
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HKA — HaBurauuvoHHbie CyTHUKY;
KA — reocranyionapHblii CyTHUK;
HII — HaBurauyoHHoe noJie;
R = 6378 km — panuyc 3emny; /
h = 20000 kM — BbicoTa op6utel HKA  /
['JTOHACC/GPS;
H = 40000 xm — BeIcOTa OpOUTHI /
reoCTallMOHAPHOTO CITYTHUKA,;
h, = 5000 kM — BBICOTa €IUHOTO
HaBurauuronHoro nojs 'HCC
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Tpebureneit HC u mpakTHueckd HEBO3MOXKEH IS
KA ra I'CO.

Hannuue HECKONBKHMX aHTEHHBIX DJJIEMEH-
TOB U BO3MOXHOCTb OIPEAEJIEHUS BEKTOpa IpH-
xoga HC noszsomnstor HAII pemars He Tonbko Ha-
BUTallMOHHBIE, HO U YIJIOMEpHBIE 3a1auu. To ecTh
CTaHOBUTCS BO3MOXHBIM OIPEAENSTh HE TOJIBKO
KOOpPJMHATHI, HO U MPOCTPAaHCTBEHHOE MOJOKEHHE
00BbEKTa OTHOCHTEIBHO HABUTALIMOHHBIX CHUCTEM

Tom 1

Hcxonsa w3 BBILIECKAa3aHHOTO CIEIYET, YTO
BHEApPEHUE HABUTALIMOHHOW ammapaTyphbl C pa3He-
CEHHBIMU B IIPOCTPaHCTBE aHTeHHAaMU Ha O0opT KA,
Haxomsmerocsa Ha I'CO, mo3BonseT 0€3 3HAYUTED-
HOTO YIOPOXKaHWS W YBEIWYEHUS Maccorabapur-
HBIX XapaKTePUCTHK OOPTOBO anmapaTyphl PEIIUTh
npobiemMy momexo3anfuiieHHocTH 0optoBoit HATI
3a CUCT BBISBJICHHUS M HCKIIOYeHHS JIOKHBIX HC,
a TaKXe JOMOJIHUTEIbHO MOBBICUTH TOYHOCTH IPO-

I'NIOHACC/GPS.

CTpaHCTBEHHOH opueHTanuu KA.
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METHODS OF ELECTRONIC WARFARE IN SPACE NAVIGATION
AND PROTECTION OF SPACECRAFTS

R. B. Kovalyov
JSC Academician M. F. Reshetnev Information Satellite Systems,
Zheleznogorsk, Krasnoyarsk region, Russian Federation

The main element of the electronic warfare content is the radio traffic blackout between the radioelectronic
means by means of jamming countermeasures and false targets. It was carried out in separate radioelec-
tronic means of information transmission through masking jamming up to the beginning of the Second
World War. Against to the first radioelectronic means of information retrieval (by radar stations) were
developed effective methods of passive jamming which simulating real objects and facilitating of false
information to the opposition. With the development and improvement of electronic warfare devices were
opened the prospects of impact on radioelectronic means by deception active jamming and even if it is
possible to filter out true information from false information the presence of the false information some-
times significantly complicates the assessment of the situation during the military operation. In addition,
the impact on the modern radioelectronic system which includes a computer can be implemented through
the radio channel of plausible information messages containing computer viruses that penetrate to the
computer network up to the highest army and weapon controls. Along with this the saturation of jamming
countermeasures means in a local area leads to the isolation of such radioelectronic means from others.
Finally, modern electronic warfare devices which using not only masking but also distorting, deception
and blocking jamming they allow the disorganization of the radioelectronic means operation on a global
scale, and the implementation of organizational and technical measures to establish various jamming
contributes to the disruption of the functioning not only local groups radioelectronic means but also large-
scale radioelectronic systems.

Keywords: jamming, receiver, orbit, protection, radio navigation signal, power, navigation equipment,
electronic warfare.
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